Abstract. As the amount of information on the web grows, users may .nd increasing challenges in trusting and sometimes distrusting sources. One possible aid is to maintain a network of trust between sources. In this paper, we propose to model such a network as an intuitionistic fuzzy relation. This allows to elegantly handle together the problem of ignorance, i.e. not knowing whether to trust or not, and vagueness, i.e. trust as a matter of degree. We pay special attention to deriving trust information through a trusted third party, which becomes especially challenging when distrust is involved.
Introduction
There is an increasing amount of information sources available to applications and users on the web. As information source breadth increases, users may nd increasing challenges in trusting and sometimes distrusting sources. We expect a systematic support for trusting information sources to be one of the keys to a functional semantic web [2] . Trust in general has become an important interdisciplinary research area. We refer to [7] for a recently published collection of contributions which also shows an emerging interest in the notion of distrust. Existing computational models usually deal with trust in a binary way: they assume that a source is to be trusted or not, and they compute the probability or the belief that the source can be trusted (see e.g. [8] , [10] ). Besides full trust or no trust at all, in reality we also encounter partial trust. This is re/ected in our everyday language when we say for example "this source is rather trustworthy" or "I trust this source very much". In this paper we focus on (1) representing trust as a matter of degree, including the case that an agent may fully trust (or have blind faith) or distrust a source, and (2) on deriving trust information obtained through a trusted third party (TTP).
The rst issue pertains to situations where sources can not be divided in the trustworthy ones and the malicious ones in a clear cut way, but they can be trusted to a certain extent. Think of trust as a matter of degree, i.e. instead of computing the probability that a source can be trusted, we are interested in the degree to which a source can be trusted. Whereas the existing probabilistic approach is suitable for problems where security is at stake and malicious sources need to be discerned from trustworthy ones, our approach leans itself better for the computation of trust when the outcome of an action can be positive to some extent, e.g., when provided information can be right to some degree, as opposed to being either right or wrong. In [6] , it is argued that trust and distrust are distinct, opposite concepts. Trust and distrust can clearly coexist, e.g. among politicians who trust each other enough to cooperate, but at the same time maintain a "healthy level of distrust". In Section 2, we introduce a model that takes into account partial trust, distrust and ignorance simultaneously, as di4erent but related concepts.
The second problem can informally be described as: if the trust value of source a in source b is p, and the trust value of b in source c is q, what information can be derived about the trust value of a in c? This problem of atomic trust propagation has been well researched in a probabilistic setting, where multiplication is used as the main operation to combine trust values. However, when distrust is involved as well, the need for a new, not necessarily commutative propagation operator arises. We discuss this in Section 3.
Trust Network Between Sources
Trust is a multi-faceted concept, it can be full or partial, it depends on the context, it depends on the purpose, etc. Developing a computational model forces us to make some initial simplifying assumptions. One aspect is the domain dependency of trust: e.g. we may trust the website of a store on information about location and opening hours, but that does not imply that we also take for granted everything they say in their advertisements. In this paper, we assume that we are dealing with trust in a single domain, expressed between a set of sources A. Another aspect is the purpose of trusting a source: in this paper, we are not dealing with trust to support a decision. For instance, we do not provide or discuss the use of trust-related thresholds that along with trust values may be used for decision making.
Since trust may be a matter of degree, we use a number t between 0 and 1 to express the degree of trust of a in b. This value is not a probability nor a belief. In a probabilistic setting, a higher trust level corresponds to a higher probability that a source can be trusted, while in our interpretation it corresponds to a higher trust. Both approaches are complementary.
In our approach, 0 corresponds to total absence of trust. Roughly speaking, this can occur in either one of the following situations: (1) a has reason to distrust b fully, or (2) a has no information about b and hence no reason to trust b, but also no reason to distrust b. Taking into account the fundamental di4erence between the two situations, and the fact that distrust is no less important than trust in relying on a source, we propose to represent distrust d simultaneously with trust as a couple (t, d), in which both t and d are numbers between 0 and 1. Trust and distrust do not have to sum up to 1, but we assume that they satisfy the restriction t + d 1. Omitting this restriction would result in allowing inconsistency -this is an interesting option for future development that is however not further considered in this paper. As a result, the network of trust between sources is represented by an intuitionistic fuzzy relation (IFR for short).
Intuitionistic fuzzy set theory [1] is an extension of fuzzy set theory that de es the claim that from the fact that an element x "belongs" to a given degree µ A (x) to a fuzzy set A, naturally follows that x should "not belong" to A to the extent 1 µ A (x), an assertion implicit in the concept of a fuzzy set. On the contrary, an intuitionistic fuzzy set (IFS for short) assigns to each element x of the universe both a degree of membership µ A (x) and one of non-membership
thus relaxing the enforced duality A (x) = 1 µ A (x) from fuzzy set theory. Obviously, when µ A (x) + A (x) = 1 for all elements of the universe, the traditional fuzzy set concept is recovered. Formally an IFS A in a universe X is a mapping from X to the lattice L de ned by [3] :
De nition 1. A trust network is a couple (A, R) such that A is a set of sources and R is an IFR in A. For all a and b in A:
is the hesitation of a towards b IFS theory has been shown to be formally equivalent to interval valued fuzzy set (IVFS) theory [4] . This is another extension of fuzzy set theory in which the membership degrees are subintervals instead of numbers from [0, 1] (see [9] ). A couple (t, d) of trust t and distrust d corresponds to the interval [t, 1 d], indicating that the trust degree ranges from t to 1 d. The hesitation degree from IFS theory corresponds to the length of the interval. The longer the interval, the more doubt about the actual trust value. Table 1 illustrates this by means of some examples. (0, 1) and (1, 0) are respectively the smallest and the biggest element of L , corresponding to full distrust and full trust; obviously in these situations there is no hesitation. In the case of no knowledge, namely (0, 0), the hesitation is 1. The most wide spread approach (see column 2) only takes into account the degree of trust, and can not make the distinction between a case of full distrust and a case of no knowledge. In [5] the distrust degree d is subtracted from the trust degree t, giving rise to a trust value on a scale from -1 to 1. The examples (0.2, 0) and (0.6, 0.4) illustrate that valuable information is lost in this mapping process. Indeed (0.6, 0.4) expresses a strong opinion to trust a source to degree 0.6 but not more, while (0.2, 0) suggests to trust to degree 0.2 but possibly more because there is a lot of doubt in this case (the hesitation degree is 0.8). In [5] , both cases are mapped to the same value, namely 0.2. 
Trust and Distrust Propagation
As recalled in the introduction, in a probabilistic framework, trust is propagated by means of the multiplication operation. This can be straightforwardly adapted to a fuzzy setting by using a t-norm, i.e. an increasing, commutative and associative [0, 1]
is the trust degree of a in c, derived from the trust degree of a in b and the trust degree of b in c. Possible choices for T are T M (x, y) = min(x, y), T P (x, y) = x · y and T L (x, y) = max(0, x + y 1). However if, instead of only the trust degree, we consider the complete trust value, i.e. both the trust and the distrust degree, propagation is not straightforward at all anymore. In this case the propagation operator is an (L ) 2 L mapping Prop. An example shows that Prop is not necessarily commutative.
Suppose that a has full trust in b and b has full distrust in c, than intuitively we infer that a has full distrust in c, i.e.
Prop ((1, 0), (0, 1) 
However, if a has full distrust in b and b has full trust in c, more than one approach is possible. The full distrust of a in b might lead a to ignoring b, i.e. no knowledge is inferred Prop ((0, 1), (1, 0) 
(3) and (4) together illustrate the non commutative behavior. However, the distrust of a in b might encourage a to take on the contrary of what b is saying, in other words to trust c fully, i.e.
For both approaches (4) and (5) a reasonable motivation can be given. This example only lifts part of the veil of the complex problem which propagation scheme to choose. Our aim in this paper is not to provide a clear cut answer to that question, but rather to provide some propagation operators that can be used in di4erent schemes. Recall that a t-conorm S is an increasing, commutative and associative [0, 1] De nition 2. The propagation operators Prop 1 , Prop 2 , and Prop 3 are de ned by
The following proposition shows that all three propagation operators copy the information given by a fully trusted third party. It also proves that Prop 1 and Prop 3 are in accordance with (4) because they derive no knowledge through a third party that they distrust, while Prop 2 takes on exactly the opposite information given by a distrusted source and hence is in accordance with (5). Prop 1 and Prop 2 derive no knowledge through an unknown third party, while Prop 3 displays a paranoid behavior in taking on some distrust information even from an unknown third party.
Using T P and S P , Prop 1 and Prop 2 take on the following form
This particular form of Prop 1 has previously been proposed in [8] to combine pairs of beliefs and disbeliefs. Subtracting the distrust degree from the trust degree, the operations above reduce respectively to t 1 · (t 2 d 2 ) and (
, which are the two distrust propagation schemes put forward in [5] .
Conclusion
In this paper we have introduced a many valued approach for a network of trust between sources. We represent trust values as couples (t, d) in which t corresponds to a trust degree, d to a distrust degree, and 1 t d to an ignorance degree. As such, to our knowledge, we are the rst to introduce a model that takes into account partial trust, distrust and ignorance simultaneously. We have also presented a collection of three operators used for atomic propagation of trust, distrust and ignorance. These operators are generic enough to be used in several "trust" schemes, including those where trust, distrust and ignorance are either full or partial, and those where propagation is commutative or not. The ability to take into account ignorance and to propagate trust become extremely meaningful in a large web where the trustworthiness of many sources is initially unknown to a user, which does not imply that the user distrusts all of them, but that the user may eventually gather evidences to trust or distrust some sources and still ignore others. The representation and propagation solutions presented in this paper are preliminary since there is a lot more to computing trust on the web, such as further propagation (longer chains) and aggregation (combining the trust infor
